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Abstract: 

Scale and complexity of defense systems is increasing exponentially. Consequently, defense project 

schedules are long and system development costs are skyrocketing. Today, almost all large-scale defense 

systems are software and information technology intensive systems. Software and information system project 

development in a defense context has domain-specific challenges in addition to existing challenges of large-

scale system developments. Therefore, defense software and information systems project management is 

challenging. Current performance in many large-scale defense projects is low. Government reports list large-

scale defense acquisition projects among high-risk projects. Experts point out the need for innovations on 
many areas of systems engineering, software engineering, and project management to successfully build 

large-scale systems and manage the development of these systems. According to the experts, incremental 

improvements will not be enough. Recent defense project experiences support the claim of these experts. 

Identifying the challenges and related research areas is the first step in attacking the defense acquisition 

problem. In this study, we identify the current major research areas in defense software and information 

systems project management.  
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1. Introduction 
If an information system is implemented in the defense domain, then it is called a 

defense information system. The same logic applies to other domains as well. For example, 

information systems developed for healthcare industry are called healthcare information 

systems. The software developed as part of a defense system is called defense software. 

Jones defines “defense software” as “the software developed for a uniformed military 

service. The term also includes software developed for the U.S. Department of Defense 

(DoD), or the equivalent branches in other countries.” [1]. According to Jones, “The main 

attribute that distinguishes defense software from other types of software is adherence to 

military or DoD standards.” [1]. Project management subject to defense acquisition system 

is called defense project management.  

In addition to today’s common challenges in software and information systems 

developments [8], there are domain specific challenges in defense software and 

information systems projects. US Government reports recommend improvements on 

information technology (IT) and weapon systems acquisitions [9, 43].  
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Defense systems have become larger over time [2]. The complexity in weapon 

systems is increasing [3, 7, 11, 22]. As systems become larger and complex, development 

challenges increase dramatically [3]. Furthermore, as the scale of defense software 

increases, the project success rate drops significantly [4]. A team of experts point out that 

we need innovations on various aspects of systems and software engineering to overcome 

challenges related to development of large-scale systems [5, 6]. Incremental improvements 

will not be sufficient to handle these challenges. [5, 6]. Policy, acquisition, and 

management are listed as research areas requiring substantial new work [5]. In this study, 

we identify some of the current main research areas in defense software and information 

systems project management. 

 

2. Current Main Research Areas in Defense Software and 

Information Systems Project Management 
In this section, we overview the current main research areas. For each research area, 

we provide justifications why we should continue working on these areas. 

 

2.1 Defense Acquisition Management 

After many years of research, defense acquisitions are still costly, risky, inefficient, 

and full of challenges [9, 10, 43]. They are subject to heavy bureaucracy, strict regulations, 

and excessive oversight [11]. Defense acquisition processes are complex, inefficient, and 

cumbersome [32]. Furthermore, the acquisitions include many stakeholders with 

conflicting interests [11]. Simply, most defense acquisitions have a slow pace with low 

success rates. Government reports clearly state the need for improvements on defense 

acquisition management [12, 32]. There were many attempts to reform the defense 

acquisition processes [32], however most of them have failed [13]. In recent years, the US 

President signed “Weapon Systems Acquisition Reform Act of 2009” [14]. The bill aims 

for improvements both on the acquisition organization and policy. Jones recommend 

government officials to adopt modern civilian contracting practices [4]. Drezner points out 

the need for defense acquisition management improvements [7]: “The products of the 

Department of Defense (DoD) acquisition process are perceived as becoming increasingly 

complex, emphasizing multifunction and multimission system configurations.… The 

management and oversight of these complex programs have similarly become more 

complex. Changes may be needed in the organizations and procedures used to manage the 

development, production, and sustainment of these complex weapon systems.”. While some 

stakeholders think that the US defense acquisition system is fundamentally broken, some 

others, including many US acquisition officials, think that the fundamental of the 

acquisition system is sound, however improvements on the system are required [15]. One 

thing is for sure. Defense acquisition management is still a hot research area. 

 

2.2 Management of Software Intensive System Developments 

Today, almost all defense systems include software [11]. Most defense systems 

became software intensive systems [16, 17, 18, 19, 22]. In 1974, the F-16A fighter aircraft 

has only 135K source lines of code (SLOC). In 2012, the operational and support software 

of F-35 Lightning II fighter aircraft has 24 millions SLOC [19]. An Air Force General 

points out the importance of software in weapon systems with the following remark: “The 

B-52 lived and died on the quality of its sheet metal. Today, our aircraft will live and die 

on the quality of software.” [23]. Spruill states that “Now more than ever, software is the 

heart of our weapons systems” [20]. Ferguson claims that “Software is the hidden, invisible 

power in weapon systems.” [21]. Table 1 presents the increasing role of software in 

military aircrafts. Today, the success of software inside a defense system determines the 
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success of the overall defense system. Furthermore, software related problems are 

becoming the major problems of mission-critical defense system developments [24]. 

Simply, defense project management is becoming software project management. As a 

result, defense project management is inheriting all the benefits, limitations, and challenges 

of software project management. Research and improvements on software project 

management will improve defense project management as well. 

 

Table 1. System Functionality Requiring Software [2, 18] (Source: Partly from PM 

Magazine) 

 
 

2.3 Defense System Development Process Improvements 

Due to many problems faced during defense software and information systems 

acquisitions, US Department of Defense (DoD) funded and supported the Carnegie 

Mellon Software Engineering Institute (SEI) to develop Capability Maturity Models 

(CMMs). SEI started to work on the models during 1980s and the first CMM models were 

developed at the end of 1980s. Later in 2002, some of the CMM models were integrated 

into Capability Maturity Model Integration (CMMI). There are 3 CMMIs: CMMI for 

Development, CMMI for Acquisition, and CMMI for Services. Version 1.3 is the latest 

edition released in 2010. CMM was originally developed for software development. 

CMMI for development is quite applicable to organizations developing defense software 

and information systems, since most defense systems became software intensive systems 

[2]. CMMI for Development is used to assess an organization’s maturity for systems 

development. 11 governments invest in CMMI. Organizations in 101 countries use CMMI 

to elevate their project development performances. Various studies show that CMMI helps 

to achieve better project results [1]. In the past, US DoD and various US government 

agencies required a certain level of CMMI certifications from contractors and 

subcontractors. However, this requirement is relaxed today. Since CMMI is not the only 

way for successful software developments. The quest for better software and system 

development processes is still on.   

 

2.4 Management of Large-Scale System Developments 

The scale of defense systems is constantly increasing [2]. Figure 1 shows the 

increasing trend of software source code size in sample major defense systems. As modern 

warfare is evolving, the need for capable and smarter defense systems is increasing. The 

advances in technology enable us to build smarter defense systems. However, development 

of these systems takes a long time and it is a costly effort. Furthermore, large-scale defense 

system developments are hard to manage. Poor performance, cost overruns, schedule 

overruns, and low productivity are not unusual in large-scale defense system 

developments. Jones report that as the defense project scale increases, the success rates 
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decreases significantly [4]. If the software size in a defense project is around 1000 function 

points, the project cancellation rate is 10% [4]. When the software size is around 100K 

function points, then the project cancelation rate increases to 33% [4].  

A study, sponsored by the US Army and conducted by an expert panel, reports that 

ultra-large-scale systems are the software challenge of the future [5]. Furthermore, the 

experts claim that “The sheer scale of ultra-large-scale systems will change everything.” 

[5]. Hayes and his colleagues point out that “Large programs tend, by their very nature, to 

be (or become) very complex. The traditional tools and techniques used to manage project 

cost, schedule, and performance fall short when trying to manage programs in a complex 

environment with significant uncertainty and ambiguity.” As a result, management of 

large-scale defense projects is a major research area. We need more research and studies 

leading to improvements and innovations in this area. 

 

 
Fig.1 Software Source Code Size in Sample Major Defense Systems (Source: 

CARD Data, SEI, CSIS Analysis) 

 

2.5 Implementation of Defense Enterprise Architecture Frameworks 

An enterprise architecture (EA) can be defined as “a conceptual blueprint that 

defines the structure and operation of an organization. The intent of an enterprise 

architecture is to determine how an organization can most effectively achieve its current 

and future objectives.” [27]. Best composition of human and information system operations 

maximizing the organizational effectiveness and efficiency to achieve organizational goals 

is the goal of an enterprise architecture development. Furthermore, well-defined and 

successfully implemented enterprise architectures in federal agencies help to achieve 

significant cost savings [9]. Various enterprise architectures frameworks (EAFs) are 

developed to guide the implementation of effective enterprise architectures [28]. One of the 

first EAFs is Zachman Framework [29]. The Open Group’s TOGAF is developed mostly 

for civilian organizations. United States Federal Enterprise Architecture Framework 

(FEAF) is an example for EAFs developed for government organizations.  There are also 

EAFs specially developed for military organizations. Some of these are United States 

Department of Defense Architecture Framework (DODAF), British Ministry of Defence 

Architecture Framework (MODAF), NATO Architecture Framework (NAF), Object 

Management Group’s Unified Architecture Framework (UAF). An overview of enterprise 

architecture frameworks can be found in [30]. 

The defense systems a military organization operates are actually the information 

systems of that military organization. A military organization has an enterprise architecture 
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just like a civilian organization has. In the development of defense systems, the defense 

project managers should follow EAFs to satisfy the business need which is effective 

defense. NATO suggests the use of NAF in the development of defense systems to enable 

interoperability between defense information systems of partner nations. Currently, an 

important critic on defense EAFs is the complexity of EAFs. While what EAFs offer is 

valuable, the complexity of EAFs makes them hard to implement. Therefore, researches on 

better and simpler EAFs and how to implement them are among research areas in defense 

software and information systems project development. Naturally, these types of 

developments have various effects on defense project management.   

 

2.6 Strategic Human Resource Development and Management for Defense 

Acquisition 

Defense acquisition system processes are complex [25, 32]. Navigating this 

complex acquisition system requires both skill and experience. A project manager should 

have “a versatile skill set, the ability to manage the unforeseen, and a strategic vision” [26] 

to manage complex large-scale defense projects. Effective project leadership at all levels is 

highly correlated with project success [31]. In project management, effective management 

of people, process, product, and risk is essential [31]. As a result, all project members and 

especially project leaders at various levels should be equipped with necessary skills 

through education and training. In addition to the necessary knowledge and skills in 

software and information systems development, defense project practitioners should 

possess additional knowledge and skills related to project development in the defense 

domain. Few project managers are equipped with the necessary skills to manage complex 

projects [33]. There is a need for effective project managers [26, 33] and skillful engineers 

with the skillset necessary to successfully deliver large-scale IT projects [6].  Experts in 

USA draw attention to shrinking workforce in defense industry [34]. Other countries suffer 

from limited defense workforce, for example [35]. Defense Acquisition University [36] in 

USA provides a variety of education and training opportunities to defense acquisition 

professionals. Similar institutions exist in other countries. Strategic human resource 

management is also important at the organizational level [37]. Development and 

management of human resources both at the national and organizational level is always 

essential for defense industry. As defense systems evolve, we need to equip defense project 

managers and engineers with new skills. Search for effective ways to develop and manage 

human resources remain an important research area.  

 

2.7 Systems Development Life Cycle Models 

A number of systems development life cycle (SDLC) models were developed over 

time. Most commonly known models are waterfall, spiral, iterative, V model, and agile 

development. Some of these models are widely used in large-scale defense projects [2]. In 

fact, some of these models are developed with support or funding from defense agencies. 

However, the current success rates in defense projects indicate the inadequacy of these 

models [2]. There are various researches and case studies reporting the shortcomings of 

these models [2]. For example, the waterfall model is insufficient to handle frequent 

requirement changes during system development. Furthermore, if the project involves a 

certain amount of R&D, then the project management is quite problematic with the 

waterfall model. However, the waterfall model is quite compatible with defense acquisition 

processes. Spiral and iterative models are better in handling requirements changes and risk 

management. However, they are not fully compatible with many current acquisition 

processes and strict government oversight procedures. The high productivity achieved with 

agile development models draws the attention of defense community. The discussions 
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related to agile development models deserve a separate section. Therefore, the next section 

presents these discussions. 

Boehm and his colleagues recently developed incremental commitment spiral model 

(ICSM) for systems and software development [38]. Boehm and Lane claim that the model 

is applicable to defense projects [39].  In a prior study, we list the requirements of systems 

development life cycle models for large-scale defense systems [2]. We also point out the 

need for better models and outline a research agenda. 

 

2.8 Adoption of Agile Software Development Practices in Defense Projects 

Agile software development may be considered as a specific type of systems 

development life cycle model. There are various models that fall under the category of 

agile software development methodologies. Some of the agile models are adaptive 

software development, extreme programming, and Scrum. Basically, models following the 

agile manifesto are called agile development models. There are 12 principles behind the 

agile manifesto [40]. Customer satisfaction with quick and continuous delivery is the most 

distinguishable characteristic of agile models.  They are developed in response to the 

increased competition in software and IT industry. Originally agile models are designed to 

handle small to medium scale software projects. High productivity achieved using these 

models attracts the attention of large-scale system developers. However, certain principles 

of agile manifesto are hard to apply in large-scale defense system development projects. 

For example, short face to face meetings with project team members are important in agile 

methodology. Such principle is hard to follow in a large project requiring tens or hundreds 

of developers. The applicability of agile software development to defense projects and how 

to successfully adopt agile development practices are hot research areas for defense project 

management.  

 

3. Conclusion 
We need innovations on many aspects of systems engineering and related 

disciplines to overcome the challenges brought by the increasing scale in IT systems [6, 

26]. Various experts point out that incremental improvements to existing practices and 

tools will not be enough to successfully manage large-scale IT system development [6, 26]. 

Furthermore, innovations on project management of large-scale system developments are 

required. Defense context adds further challenges. Today, almost all large-scale defense 

systems are software intensive systems. They heavily rely on information technology. 

Therefore, defense project management has become software or information systems 

project management. A defense project manager has to overcome both the challenges 

related to software and information systems project management and the challenges related 

to defense domain.   

In this study, we identified the current major research areas of defense software and 

information system project management. While the research areas identified are not 

complete, we briefly discussed the most essential ones. This list of research areas is a 

starting point for further research. Future work may include identification of other research 

areas. Another line of future work may be root cause analyses of defense project 

management challenges. 
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